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Entitlement Manager for SharePoint Online
THE SITUATION
Microsoft SharePoint Online is a cloud service that enables companies to collaborate and share
data seamlessly across the organization. However, when you’re dealing with highly sensitive data,
such as intellectual property, regulated data, or personally identifiable information, extra care
must be taken to secure that data.

THE SOLUTION
NextLabs’ Entitlement Manager for SharePoint Online (EM for SPOL) provides granular controls over documents stored in
SharePoint Online. EM for SPOL enforces whether users can upload documents or whether they can view rights-protected
files in SharePoint Online. At the end of the day, NextLabs automates information controls on SharePoint Online data to enable
secure collaboration.
Key capabilities include:

 Data Classification Policies
 Access and Usage Control Policies
 Integrated Rights Management Policies
 Centralized Audit and Reporting
THE BENEFITS
EM for SPOL provides the following benefits:

 Enable secure collaboration (both internally and externally) with customers, partners, and other third parties
 Automate information controls to simplify data access governance, eliminate mistakes, and reduce cost
 React more rapidly to changes in business requirements, market conditions, or regulatory environment since policy
changes can be made without requiring code changes or application downtime

 Reduce the cost of compliance through more efficient and cost-effective monitoring and audit of your data

KEY FEATURES
Feature

Detail

Data Classification
Policies

 Apply classifications to files uploaded to SharePoint Online in the form of metadata tags

Access and Usage Control
Policies

 Allow or block access to a document or a location in SharePoint Online

 Tag documents individually upon upload, based on identity of the user uploading the document

 Control which users can upload documents to SharePoint Online
 Prevent users from uploading documents based on user attributes such as name, department,
email ID, etc.

Integrated Rights
Management Policies

 Enable administrators to classify and encrypt documents when the documents are uploaded to
SharePoint Online

 Enable administrators to specify the user groups that are allowed to view rights-protected files
 Enable persistent protection that prevents unauthorized users from accessing files
Centralized Audit and
Reporting

 Provide audit logs and reports to ensure compliance with applicable regulatory or corporate
governance requirements

ABOUT NEXTLABS
NextLabs provides data-centric security solutions to protect business-critical data and applications. Its patented policy-driven dynamic
authorization platform helps enterprises identify and protect data, monitor and control access to sensitive data, and help prevent
regulatory violations—whether in the cloud or on-premises. NextLabs’ solutions automate the enforcement of security controls and
compliance policies to enable secure information sharing across the extended enterprise. NextLabs has some of the largest global
enterprises as customers and has strategic relationships with several industry leaders. For more information on NextLabs, please visit
http://www.nextlabs.com.
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