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Entitlement Manager for Windows Desktop
THE SITUATION
Windows Desktop has been and continues to be an important tool in our daily jobs. We use it to
transmit data of all kinds – spreadsheets, product designs, sales forecasts, etc. As such, it can be a
prime vehicle for data loss or leakage – whether inadvertently or maliciously.
Additionally, it’s not just internal communications you have to worry about. You also have to
consider external communications with trusted outsiders such as OEM partners, suppliers, or
systems integrators. This leaves companies in need of a solution that enables granular control
over the distribution of data both inside and outside the company.

THE SOLUTION
NextLabs’ Entitlement Manager for Windows Desktop (EMWD) enforces policies that control how and whether users access
and use information at the endpoint.
Key capabilities include:

 Granular controls over whether users can access particular files
 Granular controls over what users can do with particular files
 Compatibility with Entitlement Manager for SharePoint (i.e., can extend the functionality of Entitlement Manager for
SharePoint down to the desktop)

THE BENEFITS
EMWD enables you to reap the following benefits:

 Externalize authorization management to simplify and reduce the time spent on administering access control policies
 React more rapidly to changes in business requirements, market conditions, or regulatory environment since policy changes
can be made without requiring code changes or application downtime

 Lower your total cost of ownership as you can leverage your existing investment in the NextLabs platform
 Reduce the cost of compliance through more efficient and cost-effective monitoring and audit of your data

KEY FEATURES
Feature

Detail

Access controls

Control whether users can access particular files based on file, user, or computer properties

Usage controls

Control what users can do with particular files based on file, user, or computer properties

Compatibility with
Control where SharePoint data is stored, moved, and used, even after it has been downloaded to a
Entitlement Manager for local directory
SharePoint
Compatibility with
removable devices

Control copying data to removable devices

Notifications

EMWD can be configured to run with notifications turned on

Obligations Supported

File tagging based on policy, View Overlay and Print Overlay based on policy

ABOUT NEXTLABS
NextLabs provides data-centric security software to
protect business-critical data and applications. Our
patented dynamic authorization technology and industryleading attribute-based policy platform help enterprises
identify and protect data, monitor and control access to
sensitive data, and help prevent regulatory violations—
whether on the cloud or on premise.
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The software automates enforcement of security controls
and compliance policies to enable secure information
sharing across the extended enterprise. NextLabs has some
of the largest global enterprises as customers and has
strategic relationships with industry leaders.
For more information on NextLabs, please visit

http://www.nextlabs.com

